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The reasons why secure biometric systems still
require hardware-based security

By Bernd Zwattendorfer, Infineon Technologies




[JAre you really Jane Doe?

The proof of a claim of a person’s identity — both identification
and authentication — are fundamental processes for granting
or denying access to services. These being either physical
(yes, you really booked the hotel room) or digital online (yes,
you are authorized to use the cloud service). Identification
and authentication have entered our daily lives, meaning that
today different mechanisms for supporting identification and
authentication exist.

One easy and user-friendly way is through the use of biometrics.
Biometrics, or a biometric characteristic, is defined as “a biological
and behavioral characteristic of an individual from which
distinguishing, repeatable biometric features can be extracted for
the purpose of biometric recognition™. Therefore, by recognizing
and verifying certain biometric characteristics (e.g. against a

Physiological

. Face

«  Fingerprint

e Vein pattern

« Palm

. Eye (iris and retina)
« DNA

Table 1 - Biometric characteristics

1 ISO/IEC 2382-37:2017(en) Information technology — Vocabulary — Part 37: Biometrics

stored template), a person can be distinguished from others and
thus uniquely identified and authenticated. Typical biometric
characteristics captured for identification and authentication are
a person’s face, fingerprint, or voice. Of course, other biometric
characteristics exist and can be captured for verification. Table 1
briefly lists physiological and behavioral biometric characteristics.

Biometrics is attractive for identification and authentication
purposes for several reasons. One of the biggest advantages is that
biometric characteristics are universal to humans, i.e. they can be
measured from each individual. Furthermore, biometrics provide
uniqueness, which allows the distinguishing of individuals from
each other without the need of restricting the context. Finally,
biometric characteristics very rarely change over time.

Behavioral

«  Voice

«  Signature dynamics
+ Typing

«  Physical movements
. Gestures



Biometric use cases

Biometrics can be used in various ways and systems. Biometrics
entered our lives many years ago. Typical application areas are
travel and border control, logical or physical access and even
consumer applications.

For travel and border control, besides facial data, many electronic
passports have also been equipped with fingerprints, which are
stored on a security chip. Enterprises requiring a high level of

security for their physical and logical assets are now protecting
themselves with biometrics; For instance, door systems are

Physical Attended Verification

Remote Verification

Figure 1 - Biometric use cases

equipped with biometric access control mechanisms. Finally,
nearly every smartphone today contains some kind of biometric
sensor, protecting access to the individual device itself.

Biometrics support different use cases, Figure 1 illustrates the
more prominent ones in a generic manner. During a physical
and attended verification process — even supported by electronic
means — a human entity will still perform an additional check
on the biometric characteristics. During a physical unattended
verification process, biometric verification is fully automated,
and access to a building, room, or gate automatically granted or
denied. Biometric technologies can also support remote use cases,

Physical Unattended Verification

Device verification



e.g. protecting access to a remote online service. Finally, many
devices already have built-in biometric sensors that can be used as
convenient alternative to PINs as unlocking mechanisms for the
devices.

Architectural systems

There is no single, unique approach on how biometric
characteristics are captured, where they are stored, and where
and how they are processed, e.g. comparing reference data for
verification. Different architectural approaches and systems have
emerged over the last few years, all displaying both advantages

and disadvantages. Table 2 briefly categorizes biometric systems
based on biometric capture, storage, and processing and provide
implementation examples.

Smart cards, FIDO tokens (Fact Box 1) or electronic passports
are typical examples where the biometric data is stored locally in
a security chip. This provides users a high level of security and
privacy, as the user can keep the card in their domain for control of
the data. The sensor for capturing and matching the data can be on
the card itself or on an external reading device. If biometric data
matching is carried out in the secure element itself, it is usually
referred to as Match-on-Card (MoC). If data matching is carried

Where and how are »  Sensor on device +  On-card finger-print sensor
biometrics captured? «  Smartphone built-in sensor
»  Sensor external to device +  On-card finger-print sensor
+  Smartphone built-in sensor
Where biometrics are e Local e On-card finger-print sensor
stored? e Smartphone built-in sensor
¢ Remote e Server
+  AFIS (Automated Fingerprint
Identification System)
Where and how are +  Local matching «  Match on Smart Card / Secure
biometrics processed/ Element
matched?
»  Reader matching «  Match on the reading device
«  Remote matching «  Match on the system/server

Table 2 - Biometric systems categorized



out on the reading terminal, such as for electronic passports, it
is referred to as Match-on-Terminal. In these examples, matching
can be executed offline, thus no connection to any remote server
is required. However, only 1:1 and no 1:n matching is supported
in this case. A 1:1 matching refers to the comparison of a single
captured data item against a single stored data item (1 person’s
biometric information exactly matches 1 stored template), whereas
1:n matching refers to the comparison of a single captured data
item against many (n) stored data items. The process of 1:n
matching (where 1 person’s biometric information is searched in
an entire database of templates) is typically supported by a server-
based approach because they have larger storage capabilities as
well as the required higher computing power.

One example for server-based systems is AFIS (Automated

Fingerprint Identification Systems). In such systems, biometric
data for verification are captured locally by an external reading

Fast Identity Online (FIDO)

terminal and are subsequently transmitted to a remote server for
matching against stored reference data sets. The level of privacy is
lower compared to chip-based solutions, as users have no direct
control over their remotely stored data. However, AFIS supports
1:n matching. Nevertheless, for verification this always requires
an online communication channel between the reading device and
the server, where all the biometric data is stored for comparison.

The need for hardware-based security

According to the EU data protection regulation (GDPR)?, biometric
data has been classified as one special category of personal data
per se and is prohibited from being processed for the purpose of
uniquely identifying a natural person. While there are certainly
some exceptions for its processing within GDPR guidelines,
biometric data is sensitive data in and of itself and therefore is in
need of special protection.

FIDO is an emerging industry standard for improving the security of online authentication. Insecure username/
password mechanisms should be additionally protected by a strong second factor or substituted by other
authentication factors such as biometrics. The main idea is to authenticate locally against a FIDO authenticator
(USB token, smart card) and to transmit the authentication result to the online service to decide about granting

access to the service or not. By that, no personal-related information such as biometric data is transmitted to the

online service. FIDO supports biometric capturing and verification/matching directly in secured hardware on
the FIDO authenticator, thus providing a very high level of protection for biometric authentication data.

2 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free

movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)



Hardware-based security such as security chips should be the
means of choice for protecting security-critical data, such as
biometrics. Hardware-based security offers strong tamper-
resistant protection across the entire product lifetime, regardless
of the application. Hardware-based security can be incorporated
into biometric systems and applications, where biometric data can
be stored locally or even remotely.

When dealing with biometrics, template storage and its matching
procedure are the most security critical functionalities; it is
paramount that these features be packed with hardware security.
The highest level of security can be achieved, when biometric
data is stored in a tamper-resistant security chip, where the
matching takes place within the security chip itself. Furthermore,
decentralized storage of single biometric templates in a security
chip provides higher protection compared to a centralized storage
of many different templates in a remote database. If the database

becomes compromised, biometric data of many individuals could
be revealed. In the case of single hardware-based local storage,
only a single template can be disclosed after a successful attack.

Summary

Using biometrics for identification and authentication provides a
fast and user-friendly way compared to traditional knowledge and
password-based authentication mechanisms. However, whereas
lost passwords can easily be recovered by creating a new one,
lost biometrics — if they get into the wrong hands — could cause
severe personal and financial damage. Biometrics simply cannot
be changed; the link to its individual and its identity is in the static
nature of biometric data itself. Once compromised, the identity
threat will last forever. This is the biggest argument for protecting
biometrics properly, preferably with tamper- resistant hardware-
based security. [X]

The impact of COVID-19 on biometric verification

The COVID-19 pandemic affects everyone by reducing physical contact, not only with

persons, but also with common surfaces. This affects biometric technologies too,

especially biometric data capturing mechanisms with commonly used sensors. It is
expected that we will see a trend towards contactless biometric capturing mechanisms

(face recognition, contactless fingerprint sensors) as well as contact-based sensors for
single individuals only (fingerprint sensor on card) in the future.



SECURED
Blockchain access
using Infineon’s
SECORA™
TECHNOLOGY

A Silicon Trust exclusive interview with Infineon’s Maurizio Skerlj and Markus Moesenbacher

A blockchain is, in the simplest of terms, a time-stamped series of chained records of
data that is managed by a cluster of computers not owned by a single entity. Each of
these blocks of data (i.e. blocks) is secured and bound to each other using cryptographic
principles (i.e. chain). The blockchain network has no central authority - it is the very
definition of a democratized system. Since it is a shared ledger, the information in it is
open for anyone and everyone to see. Hence, anything that is built on the blockchain is by
its very nature transparent and everyone involved is accountable for their actions.

[ The blockchain is a simple yet ingenious way of passing
information from A to B in a fully automated and safe manner.
One party to a transaction initiates the process by creating a block.
This block is verified by thousands, perhaps millions of computers
distributed around the net. This verified block is added to a chain,
which is stored across the net, creating not just a unique record,
but a unique record with a unique history.

Most of us have heard of blockchain when talking about
cryptocurrencies, such as Bitcoin. However, if we look beyond
fintech services, it can also be used in other applications such as

logistics, energy supplies, social networks, messaging, gaming,
online marketplaces, storage platforms, voting systems, predictive
markets, online shops and brand protection. The list goes on and
on.

Infineon Technologies is also entering the Blockchain arena with
their SECORA™ Blockchain solution. Silicon Trust’s Program
Director, Steve Atkins, spoke to Maurizio Skerlj, Senior Director
and Head of Product Line Identity Solutions and Markus
Moesenbacher, Head of Product Marketing to understand what
Infineon’s plans are in this marketplace.



Steve Atkins: Blockchain technology is more and more present
in the marketplace, but how does Infineon contribute to this?

Maurizio Skerlj: We started with blockchain technology a few
years ago and what we noticed is that new applications besides
fintech currency and bitcoin started to appear, smart contracts
etc. and being a system that provides mutual trust without a
central authority is ideal for other applications, especially identity
management. When we looked at it we found that it is when people
tend to access the blockchain at one point, it is not as profoundly
protected as the rest. Once the information is forwarded in the
blockchain system it is efficiently protected using the mechanism
as a strength. Access can be open when you open up your own
access to the system. We have seen the use of people protecting
their signature and passwords and with the loss of potentially
millions of dollars or pounds or euros worth of bitcoin. The reason
is, we need to secure the traffic, and this is exactly where Infineon
is using know-how, developed over years, using smart cards and
documents like passports to secure the access using the very same
encryption and know-how in a different way.

SA: What markets are Infineon targeting with this solution?

MS: We don’t target a specific market. What we try to provide is a
basic technology for security access for blockchain and the cloud
and we’ve been working with a number of companies; ranging from
small startups to companies and established system operators.
And the applications are very diverse - from smart contracts
(something that is definitely needed) to government applications

(such as eVoting). Other applications include brand management,
supply chain management and actually any use-cases that are
based on blockchains can integrate the Infineon solution.

SA: How is the product supplied?

MS: Infineon developed first a small starter kit which is ready to
use out of the box ("Blockchain Security 2Go”). It’s five sample
cards - pre-initialized with a ready-to-use blockchain OS that
people working with blockchain can recognize, allowing them
to perform various functions and it allows those functions to be
implemented without a large knowledge about security.

What we did then was to take everything that was made available
in this kit and we developed a product that is useful for high
volume manufacturing — specifically for integrators and card
production — called SECORA™ Blockchain. In the future we would
deliver form factors that would enable embedded solutions in such
elements as dongles, tokens, contactless cards or other important
devices. SECORA™ Blockchain will be supplied by Infineon and
distributors from July 2020 onwards.

Steve Atkins: Markus, we talk a lot about hardware-based
security, but what are the actual advantages behind this?

Markus Moesenbacher: Actually, the distributed nature of
the blockchain technology may come with inherent security, but
it poses real challenges when it comes to securely interacting with
the system.



‘ ‘ What we did then was to take everything that was made

available in this kit and we developed a product that is useful

for high volume manufacturing — specifically for integrators
and card production — called SECORA™ Blockchain

For example, generating transactions is an extremely sensitive
process, because it uses the private key to add new valid
data into the blockchain. As these data represent assets, e.g.
cryptocurrencies or identities, the highest available protection is
needed and we can basically differentiate between three security
levels.

The simplest form, Level 1, is just to store the blockchain user
credentials on a personal device, like a laptop or a phone: it is
convenient, but it exposes the secured information to widely used
software attacks.

There is a better level, Level 2, by using a Trusted Execution
Environment (TEE) on the device which provides better protection
against attacks compared to level one, but it is still not the highest
level of protection.

It’s here that Infineon enters the game with a lot of experience
in security components — Level 3. The highest security against
physical attacks can be achieved using a security microcontroller.
The security controller, which has several mechanisms, can
protect against attacks such as probing, side channel attacks, or
fault injection.

So back to the question “‘Why hardware-based security?’ Let me
explain that in a little more detail.

To interact with a blockchain, the user’s private key is both the
identity and the security credential. If this key is stolen, the
potential damage is immense. Infineon’s extensive security
expertise provides the layer of security that is required to protect
private blockchain keys. The integration of hardware-based
security into blockchain applications such as tokens, hardware
modules and smartcards make private keys much more robust
against attack. The same technology that we are using for this
product is already used for payment cards, for ePassports and
many other security applications.

SA: How have customers reacted? What have been the use cases
that have been realized so far in the area?

MM: The reaction of customers so far has been very good since we
first launched the starter kits. I'll cover the product later in more
detail.

We launched it at TRUSTECH 2018, where we showed a demo and
held a speech and we had a lot of very positive customer feedback
and high resonance and interest. We also organized hackathons to
motivate startup companies to use our Blockchain Security 2Go
starter kit.

One such project; for example, the Kryptoshilling of a startup
company in Austria and we continue to have more customers who
also have good and innovative ideas. One company, BLOCK42,
has already developed brand protection based on SECORA™
Blockchain.

SA: Can you give a few more details about the actual Infineon
offering?

MM: Infineon provides on one hand as I mentioned already, the
Blockchain Security 2Go starter Kkit, that is available at retailers
such as Farnell, Newark, Digi-Key and Mouser. The starter kit
is a tool for the customer to enable them to implement their own
software on a smartphone and a PC. Support is given by the Github
repository and further information can be found at www.infineon.
com/blockchain. This is for the development of blockchain
security and includes product information as well as information
about tools like Github.

The Blockchain Security 2Go starter kit comprised of five sample
cards and documentation with the link to the Github where you
can find all the services and support information.

On the other hand, we have a volume product which we launched
in April 2020. The volume product is called SECORA™ Blockchain
and is an offering which is available in different to form factors
such as modules, contactless cards, with NFC-enabled phones and
also token form factors.

The product allows a powerful interface for key management and
signature creation, while providing the highest possible hardware
security, secured by an Infineon secure microcontroller.

SA: Gentlemen, many thanks for your time and willingness to
speak to us. Best of luck with SECORA™ Blockchain. [X



Accelerate your elD project with SECORA™ ID

When time is tight and you need a customized solution ...

SECORA™ ID is our new ready-to-go Java Card™ solution optimized for electronic identification (elD) applications.
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L0Who is SIPUA
CONSULTING?

SIPUA CONSULTING is a
consultancy company that has
been established since 2012 in
Hamburg (Germany). Our core
competence is in the field of
Government Consultancy, with
a focus on African countries.

We have a network of representative offices in various African
countries and a team of highly qualified business experts who
are monitoring relevant activities in the field of infrastructure,
ID-management and energy.

Based on our experiences in the market and on our analysis at
the intersection between industry and administration, we are
in the unique position to strategize and implement our projects
along the value chain from both perspectives; the industry and the
administration in charge.

What services do you offer?

We have been part of the electronic ID ecosystem since the
establishment of our company in 2012. Our close relationships
with stakeholders and decision makers were critical for some of
the most successful implementations in regard to e-ID-projects on
the African Continent.

Our services are in line with the principals of sustainability and
social responsibility as established in the document “Principles
on Identification for Sustainable Development”, published by the
Worldbank and endorsed by numerous institutions around the
world in 2017.

Under these guidelines, our partners and clients are benefiting
from a broad range of market research activities and
matchmaking events tailored to their needs and aspirations.
This goes along with an expertise in state-of-the-art ID
technologies and some visionary concepts, that we promote
amongst institutions and stakeholders in potential markets.

What is your approach to a project? Can
you talk us through your process?

Our approach in regard to a new project is quite simple and always

straight forward. We ask ourselves:

«  What are the needs and challenges of the institutions that are
requesting our support?

+  What are the proposals and solutions from our partners
within the industry?

+  How can we bring both parties together?

Normally, the result of such an analysis is a concrete proposal
for the road ahead. This includes the definition of milestones and
market entry and/or exit strategies.

All parties need to be involved. And through such an approach,
even obstacles (that are part of any business activity in new
markets) will be handled in the interest of our common goal: a
successful project implementation in the field of an institutional
ID initiative.

How important are partnerships within
your process?

Partnerships are the key to success. That sounds quite obvious,
but it is critical in the business field in which we are operating.
Concerning the process of implementation for an ID project, we
need to streamline the workflow of companies along the value
chain, in order to deliver a successful and satisfying product for
our clients.

SIPUA CONSULTING had the opportunity to collaborate right
from the beginning with INFINEON TECHNOLOGIES as one of
their Business Development Partners for the African Continent.
And based on such a partnership, it was easy to include many
other outstanding companies with their solutions, products and
services. We remain grateful to all these partners, because our
legacy and our success have been built on a solid ground with long-
lasting partnerships.

How do you see the future for the ID
market within Africa moving forward?

One thing is obvious — Africa is moving forward. And the
importance of a highly professionalized ID management system
is evident. If we succeed in providing the right solutions and in
assuring the integration of all (c.f. “Principals on Identification”),
the full potential of Africa and its wonderful people could be
enhanced. And this process should be driven by the institutions in
charge on the African Continent and for the benefit of their people.
We just have to highlight the need for interoperability and some
visionary concepts in order to provide an inclusive development.

This approach will not be the solution to all challenges, but it will

help to address some of the most critical ones. SIPUA CONSULTING
is prepared to participate in this ongoing discussion. [X]
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While our products continue to play a major role in our

thinking, our new approach is to act in a more market-driven

way — along our market segments IT Security, IoT & Industry,
and elD.

U] VAULT: Thank you for taking the time for this interview,
Markus. We would have loved to have this chat at the Mindshare,
cryptovision’s annual eID and IT security event. Sadly, the
corona crists got in the middle.

Hoffmeister: Of course, we are disappointed that we had to
cancel this year’s Mindshare as an onsite conference. But we had
a great Digital Mindshare instead — a two-hour webinar with
interesting presentations and interviews. To our regret, there
was no way to celebrate our highly popular Cryptonite party
online.

Cryptovision’s new strategy
VAULT: What were the highlights of the Digital Mindshare?

Hoffmeister: Among other topics, my colleagues presented
case studies of some of our most interesting projects, supported
by guest speakers from all over the world. Our Latin American
representative Fermin Vazquez connected from Mexico and spoke
about cryptovision’s Ecuador project — an activity that includes
both electronic citizen cards and electronic passports, as well as
the required PKI. We also had interview partners reporting live
from the Netherlands and spoke to Kim Nguyen, D-Trust’s CEO
in Berlin.

VAULT: Many of the virtual attendants were impressed by the
innovative concept of the webinar ...

Hoffmeister: Indeed. We presented the Digital Mindshare as

a fictive sports event we called “CryptOlympics”. We awarded
gold medals and interviewed the CryptOlympic champions. The
audience loved it.

VAULT: Apart from your ability to organize great events, what
makes cryptovision so successful in the eID market?

Hoffmeister: Together with our partners, we create turn-key
solutions for our customers; our portfolio covers the whole
eID solution stack. As we are neither a card producer nor a
system integrator, we focus on the customer’s needs and not
on a certain technology we want to sell. This means, among
other things, that we rely on open standards and thus avoid
vendor lock-ins. And then, we have gathered a great deal of
know-how in numerous eID projects in countries such as Malta,
Uzbekistan, Ghana and Ecuador — just to name a few, especially
with multi-application documents and highly customized eID
cards.

VAULT: You mention partners. Didn’t Infineon recently make an
announcement with cryptovision?

Hoffmeister: Yes, and this was a real milestone for us. Our
Java Card based eID application framework ePasslet Suite is now
available on Infineon’s Secora ID X — a new plug-and-play chip
and operating system platform for realizing highly secured eID
documents. ePasslet Suite has long been available on Infineon
chip platforms via our partner and customer Veridos, but now, as
an additional service, ePasslet can also be directly sourced from
Infineon. This new option significantly increases flexibility when
implementing card-based eID projects.



Snr. Product Manager Ben Drisch during the Digital Mindshare Interview with D-Trust CEO Kim Nguyen

VAULT: Did you make other announcements at the Digital
Mindshare?

Hoffmeister: Yes. My managing director partner Marco Smeja
and I introduced cryptovision’s new business strategy. So far, our
focus has been mainly on products. While our products continue
to play a major role in our thinking, our new approach is to act in a
more market-driven way — along our market segments IT Security,
10T & Industry, and eID.

VAULT: What are the benefits of a market-driven approach in the
eID documents segment?

Hoffmeister: cryptovision is well positioned in the eID market.
Our product portfolio contains an eID application suite, a
personalization SDK, eID document middleware, and various
infrastructure products such as PKI software. However, customers
ask for solutions, not for products. As mentioned, cryptovision
covers the whole eID solution stack in a customer-oriented way,
and we believe that this strategy will be even more successful if we
follow a more market-driven approach.

Introducing club cv
VAULT: What else happened at the Digital Mindshare?

Hoffmeister: At the Digital Mindshare, we launched our new
partner program, “club cv”. Having a strong network of partners
and currently facing a huge number of partnership inquiries, we
founded club cv to structure our partner-related activities and to
optimize cooperation. W